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Exploratory Testing:
Evolution or Revolution?

Introduction

Most companies that develop software recognize the crucial importance of a structured
test approach and an efficient test organization. Many have invested heavily in test
methodologies aligned with their software development practices. In the past, those
methodologies usually required testers to create test scripts and test cases using a test

basis such as a requirements document, in a process known as ‘scripted testing’ (ST).

Over time, developers began to adopt more agile, informal, and iterative methods
such as eXtreme Programming, DSDM, Crystal, and Scrum. The new methods deem-
phasized the use of documentation and challenged the reliance by traditional test
approaches such as ST on documentation as the test basis. Furthermore, critics
claimed that ST led to excessive testing of easy cases, while failing to allow sufficient

scope for creative testing of more interesting and complex cases.

A new approach, referred to as ‘exploratory testing’ (ET), was introduced by Cem

Kaner in 1999 and further elaborated by James Bach in recent years.

Defenders of both the ST and ET approaches launched a debate that pitted formality
against informality, procedures against freedom, uniformity against creativity, and

manageability against efficiency.

This report affirms the value of ET as a technique, while arguing that it must be more
than a reaction to the formality of a traditional structured test approach: ET should
be an evolution, not a revolution! It proposes a hybrid ST/ET approach as the most
effective option, and suggests how and when ET should be included in the testing
strategy, in what situations it is most useful, and which aspects of the testing process

should never be exploratory or agile.
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ET encourages the
tester to be creative
and flexible: to act
intuitively. It is
investigative rather
than confirmative.
The tester is free to
explore new areas as
test ideas arise during
test execution. As a
result, it significantly
increases the chance
of finding bugs that
might have gone
undetected using ST.
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What is Exploratory Testing?

ET is a process all software testers know and have been using for decades. James
Bach calls it “scientific thinking in real time” and defines it as:

Simultaneous learning test design and test execution; any testing to the
extent that the tester actively controls the design of the tests as those
tests are performed and uses information gained while testing to design
new and better tests.

In ET, the tester explores a piece of the system, thinks about what should be tested
and how, and then carries out the appropriate tests. In the process, the tester learns
about the system and its behaviour, develops new tests based on what he or she has
learned so far, executes these tests, and so on. Test design and execution occur more
or less concurrently, often without documentation. The process is a major departure
from ST, where tests are first designed and documented and then executed at a later
time, not always by the same tester.

ET encourages the tester to be creative and flexible: to act intuitively. It is investiga-
tive rather than confirmative. The tester is free to explore new areas as test ideas
arise during test execution. As a result, it significantly increases the chance of find-
ing bugs that might have gone undetected using ST.

Is Exploratory Testing a ‘Technique’ or an ‘Approach’?

Despite arguments to the contrary by ET evangelists such as James Bach, this paper
defines ET as a technique rather than an approach.

An ‘approach’ must address the key components of ‘process’, ‘people’, and ‘technol-
ogy.” But ET represents nothing more or less than a technique for designing and exe-
cuting tests. It does not specify how the test activities should be planned, how the
test strategy is to be defined, how the test activities are to be managed and tracked,
how the test organization should be set up, or which tools should be used. In fact, it
covers only part of the ‘process’ aspect of testing.

Is Exploratory Testing the same as Agile Testing?

As opposed to ET, which supplies a valuable technique in support of agile testing
(AT), AT itself is an approach: a fully elaborated testing philosophy that incorporates
principles such as short iterations, continuous integration, extensive communication,
ready acceptance of changing requirements, close involvement of business users, and
concentration on developing software rather than documenting it. In agile develop-
ment, “activities that don’t contribute to the end product are considered waste.”
(Poppendieck & Poppendieck, 2003). Consider these differences between ET and AT:

» ET offers a useful way to test a specific application feature that can be
applied to a wide range of software development projects, from agile devel-
opment to more traditional code-and-fix efforts. But AT represents a compre-
hensive testing approach that incorporates an extensive array of features such
as daily stand-up meetings, pair testing, location of both testers and develop-
ers in a team room, drop-in meetings, test-driven development, and more.
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» Unlike ET, AT is always iterative, and can also be used as a technique for
testing specific features in traditional ‘big-bang’, waterfall-like projects.

» ET requires very little documentation prior to test execution. In AT proj-
ects, this is not always true. In test-driven eXtreme programming, for
example, acceptance tests are documented prior to development that sum-
marize preliminary discussions and decisions and serve as basic require-
ments documents for the development team. As Crispin notes, “Acceptance
tests are designed to tell us when we’ve successfully completed the itera-
tions functionality.”

* Finally, the AT community promotes the use of test automation (for regres-
sion testing), while the freedom and creativity characteristic of ET make it
an unsuitable technique for test automation.

Making Exploratory Testing Manageable

Although ET is by no means synonymous with ‘unstructured’” and ‘unplanned’, some
test managers complained that it was not an adequately transparent or manageable
process. They found it difficult to monitor their teams’ activities or to accurately
gauge the status of the test object. In response, test managers have developed tech-
niques to gain better control of the ET process and explain it more clearly to project
stakeholders.

The resulting variations on ET ranged from informal ‘freestyle ET’, where the tester
produces only bug reports, to the more formal ‘chartered ET* where the tester works
according to a specific test assignment, but with no designated procedure. In another
variation, ‘session-based test management’, the test effort is divided into manageable
time segments.

Confronted with the limitations of freestyle ET, greater structure and manageability
were sought, resulting in methods like those below:
»  Sessions: 90-minute time boxes for ET

* Charters: A clear mission for the session describing what to test, how to
test, what bugs to look for, what risks are involved, and what documents
to examine

» Session sheets: Reviewable results of a session, including notes, bugs,
issues, and basic metrics such as time spent on set-up, test execution, and
bug reporting

»  Session logs: Hansel and Gretel-like ‘breadcrumb trails’ used during test
execution

* Debriefings: Meetings with the test manager
* Dashboards for reporting purposes
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Exploratory Testing: Pro and Con

ET is clearly a valuable component of a modern test approach. Among its many
important advantages:

It encourages creativity.
It increases the chance of finding new and otherwise undetectable bugs.
It allows more time for testing interesting and complex cases.

Its greater efficiency enables the tester to find more bugs in a shorter time
period and make a faster assessment.

It demonstrates an application’s ease of use.
It is adaptable and flexible.
It’s more fun than ST.

At the same time, ET also has disadvantages that must be taken into account:

Its limited manageability makes it difficult to coordinate.

It provides only limited project intelligence, with little insight into risks,
test coverage, or test depth.

It offers limited test reusability or reproducibility of failures.
It depends heavily on the testing skills and domain knowledge of the tester.
When combined with ST, it involves a risk of redundant tests.

It provides low accountability, making it unsuitable for a regulatory com-
pliance context.

It does not provide absolute assurance that the most important bugs have
been found.

It is inappropriate for security testing, performance testing, or some other
highly specialized test types.

It is not suitable for tests that are complex to set up or those with a slow
feedback loop, such as batch programs running at night.

It can start only when the test object is available—that is, situated directly
on the critical path of the project.

When to Apply Exploratory Testing

Taking ET’s advantages and disadvantages into account, there are some situations
where it is ideally useful. While the following list is not exhaustive, it suggests sev-
eral ideas as to where ET can best be incorporated into the overall test approach:

A new tester enters the team: ET can make the learning phase an active

testing and exploration experience.

A quick assessment is needed: ET offers fast insight into product quality in

the short term when there is no time for test preparation.
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New information comes to light during the execution of scripted tests: The
new information might suggest another test strategy that would warrant
switching to an exploratory mode.

You want to validate the work of another tester: ET lets you explore the
feature that he/she has tested.

Your team includes testers with high domain knowledge: Those individuals
can be trusted to perform effective testing using ET.

An intake test (a.k.a. smoke test) is desired: ET lets you determine the
maturity and stability of the test object before progressing to large-scale
test execution.

There is no test basis: ET is useful when there is no documentation or
other sources that can define clear, expected results for the tests.

It'’s an agile project (eXtreme Programming, DSDM, Crystal, Scrum,
XBreed, etc.)

You want to isolate and investigate a particular defect. (Bach)

You want to determine the status of a particular risk in order to evaluate
the need for ST in that area. (Bach)

It'’s an early iteration in which the product is not stable enough for ST.

It’s a beta test, where users are invited to provide early feedback on a
prototype or a preliminary test version.

You want to augment ST to diversify testing: The combination of ST and ET
is appropriate for testing features with a high risk and/or priority profile.

How to include ET in your Testing Project

P A typical, straightforward testing process features these steps:

Test Pro'lect Preﬁaration

For every test level:

Test Level Planning

Test Build

juswabeuey 31s9]

Test Execution

juswabeuely Ajijenp

The test project starts with preparation and planning activities,
where the approach and test strategy are defined, the test planning
is specified, and test plans are written.

* In the test build phase, the test specifications are documented and
the test infrastructure is set up.

* The tests that were prepared in the previous step are run in the fest
execution phase, which usually consists of multiple test cycles.

» At the end of the project, fest project closure takes place: the test
process is evaluated, the test deliverables are consolidated, and the
test team is released from the assignment.

* In parallel with these activities, test management ensures that the
test process proceeds in a professional way using accepted manage-
ment tools such as follow-up, status reporting, and defect manage-
ment.

Test Project Closure
I ——
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*  Quality management is performed to manage, guide, and improve
project execution and assure the quality of the deliverables.

6
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It’s important to note that test management activities—preparation, planning, man-
agement, and closure—cannot be conducted in an exploratory way. These activities
need the support of traditional techniques such as documenting test plans, test
strategies, test status, and test summary reports.

The figure on the preceding page illustrates the typical test process. The following
sections describe ET’s optimal role in various testing phases.

Test Project Preparation and Planning

A test plan describes the ‘what’, ‘where’, ‘when’, ‘who’, and

‘how’ of testing in a project. A key element of the test plan is
1 FUNCTIONAL TESTING the test strategy. The test strategy ensures that the test effort is
11 NOTEPAD ENGLISH correctly focused, and that the best use is being made of the
111 MENU FEATURES available resources.
1.1.1.1 FILE
11441 [ NEW As required by CTG’s STBox™ methodology, one of the best
11442 [ OPEN ways to define a test strategy is to complete a ‘Features to
11413 L M SAVE Test” (FTT) list, like the one at left. The FTT list provides an
11.1.1.4 SAVEAS overview of the product risks, the FTTs themselves, and the
11445 [Tl PAGE SETUP S
a1e [a] PRINT priority/risk of each FTT.
117 EXIT The priority and the characteristics of each FTT indicate
::::1 . ED'TUNDO which technique(s) should be used to test that particular fea-
11122 m CUT/ COPY | PASTE ture. Low priority/risk features or features that are poorly
11123 a0 DELETE documented are good candidates for ET. High priority/risk
11124 [0 FIND / FIND NEXT features should be covered to a greater or lesser degree by
1.1.1.25 L REPLACE some form of ST.
1.1.1.2.6 L GO TO
11.4.2.7 L SELECT ALL Bach says that “Most situations benefit from a mix of scripted
1.1.1.2.8 L TIME DATE and exploratory testing”, an opinion I strongly second. In fact,
1113 Ete. I’d advise test managers to apply ET to every FTT in their
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test strategies. Even for FTTs that will undergo intensive scripted and formal
testing (such as the ‘Print’ functionality in the our example), I’d prescribe,
for example, “four hours of additional ET” to increase the chance of finding
bugs in that area. Some test managers [’ve encountered even reserve a fixed
day each week for their teams to perform ET (e.g., ‘Friday is ET day’).

Once it’s clear what needs to be tested and how, the test manager can start
planning the test activities. As Bach points out, it should be clear that ET is
a planned activity, even though it’s not scripted in detail. Lee Copeland has
written about what he calls “exploratory planning”: that is, planning as much
as is practicable, learning from the planning and from the project, and then
adjusting the planning based on the findings. While I don’t necessarily agree
with Copeland’s terminology, I do believe that planning is always a dynamic
process consisting of planning, re-planning, revised re-planning, and so on.
Even older and more traditional project management methodologies recog-
nize the value of that cycle.
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Test Build and Execution

As noted earlier, ET combines test building and test execution as simultane-
ous activities.

The use of an FTT list is consistent with the concept of charter-based ET, as
invented by Bach, although what Bach calls “charters”, we call “FTT’s”.
Charters also have a unique ID, a risk level, a title, and a short description.
Once the test manager specifies the charters, the testers work independently
to build and execute the tests to fulfill the charters, and then report back to
the manager in either written or oral form. The test manager should use an
instrument such as an FTT list to steer the testing process. Therefore, ET
should always be at least charter-based.

When the exploratory test effort is divided into test sessions (e.g., 90-minute
time boxes), ET is taken a step further, to session-based test management
(also introduced by Bach). The charters then describe in one or two sen-
tences how testers will spend the next 90 minutes of testing. A typical
exploratory test session looks like this:

e The tester reads the charter (or FTT list).

* The tester tries to find out more about the FTT, either through documen-
tation or talking to people, and writes down some test ideas. A good set
of testing heuristics can help the testers to generate ideas.

» The tester begins executing the tests and exploring the test object. As
new test ideas continually emerge during test execution, the tester is free
to be distracted and to zoom in on areas of doubt or instability.

*  When an exact description of the expected result is not available, Oracle
heuristics, such as Bach’s “HICCUPP” may be helpful. HICCUPP indi-
cates that exploratory testers need to check whether the test object is con-
sistent with past behavior (History), with the Image of the company and
the product, with Comparable products, with the Claims that have been
made for it, with Users’ expectations, with the functions within the
Product, and with its Purpose.

* Bugs or suspected bugs must be entered into a bug tracking system. Bug
administration is the only clerical activity that is absolutely mandatory in
basic ET.

* At the end of a session, the tester provides feedback to the test manager,
either in a debriefing or by means of a session sheet.

Some test managers organize ‘ET in pairs’. This tactic has several advan-
tages. For instance, it allows one person to test while the others make cre-
ative suggestions and register bugs, and it enables team members to learn
from each other’s insights.

8
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Test Management and Test Project Closure

The real added value of testing is the generation of what P. Gerrard has
called “project intelligence”. Project intelligence is the information provided
to project managers that allows them to make informed, rational decisions
(e.g., “What are the risks if we release today?”) Gerrard used this simile: “A
project is like driving at night on a dark road. Testing provides the head-
lights for the journey.” Translating the feedback from exploratory testers into
objective project intelligence is the art that every test manager must master.
The resulting project intelligence and/or test status should be delivered via
online, simple-to-read dashboards.

An important element of the project closure phase is the test evaluation
report, which assesses the test project and provides clear advice from the test
manager to project management.

Conclusion

ET is now recognized as a valuable technique in modern test approaches, represent-
ing an evolution towards more complete and efficient testing. The most effective test

“A project is like strategies are a combination of ST and ET.

driving at night on While ET is a useful tool, it does not provide a ‘free pass’ to unstructured testing

a dark road. Testing practices. Some activities should never have an exploratory character, and should

provides the always be formal anq §tmcmred in nature. Test strategy, test planning, and all other

headlights for test management activities must be extremely well structured, because they serve as
i g the basis for delivering high-quality project intelligence to management. And as

the journey. projects become more agile and exploratory, these activities—and hence the test

Translating the manager’s job—become even more crucial.

feedback from

exploratory testers
into objective
project intelligence
is the art that every
test manager must
master.
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